
Cybersecurity Pilot Program - MGT Eligible Services

FCC Category Equipment or Service MGT Solution Eligible
Advanced/
Next-Generation 
Firewalls

Advanced Threat Detection and Prevention
AI/ML Threat Detection and Response
Application Awareness & Control
Cloud-Delivered Threat Intelligence
Comprehensive Network Visibility Software-defined Firewalls
Deep Packet Inspection (DPI)
Distributed-Denial-of-Service (DDoS) Protection
Firewall as a Service (FWaaS)
Integrated Intrusion Prevention Systems (IPS)
Internet of Things (IoT) Security
Intrusion Prevention/Detection
Malware Detection
Network Segmentation
Patch Management Systems
VPN

Element Management (Firewall / ATP)
Managed SOC, SIEM or MDR Services
Element Management (Firewall)
Managed SOC, MDR
Element Management (Firewall)
Element Management (Firewall)
DDOS Monitoring as a Service
Firewall as a Service
Element Management (Firewall / IDS)
Element Management (Firewall)
Element Management (Firewall / IPS)
Endpoint Monitoring / Management (EDR)
Element Management (Firewall)
Patch Management as a Service
Element Management (Firewall / VPN Concentrator)

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Endpoint 
Protection

Anti-Malware
Anti-Ransomware
Anti-Spam
Anti-Virus
Endpoint Detection & Response (EDR)
Extended Detection & Response (XDR)
Insider and Privilege Misuse
Privileged Access Management
Secure Sockets Layer (SSL) Inspections
Target Intrusions
Web Application Hacking

Endpoint Monitoring / Management (EDR)
Endpoint Monitoring / Management (EDR)
Endpoint Monitoring / Management (EDR)
Endpoint Monitoring / Management (EDR)
Endpoint Monitoring / Management (EDR)
Endpoint Monitoring / Management (EDR)
Endpoint Monitoring / Management (EDR)
Element Management (PAM)
Element Management (Firewall)
Endpoint Monitoring / Management (EDR)
Element Management (Firewall / WAF)

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Identity 
Protection and 
Authentication

Active Countermeasure Tools
Cloud Application Protection
Cloud Services
Credential Stuffing
Content Blocking and Filtering/URL Filtering
Customer Portal Services
Digital Identity Tools
Distributed-Denial-of-Service (DDoS) Protection
DNS/DNS-Layer Security, Blocking, and Filtering
Email and Web Security
Identity Governance & Technologies
Intrusion Detection Systems (IDS)
Logging Practices / Event Logging
Network Access Control
Offsite/Immutable back-ups
MFA/Phishing-Resistant MFA
Patching
Password Spraying
Privileged Identity Management
Products with TPM Chips
Secure Access Service Edge (SASE)
Secure-By-Design Equipment and Services
Security Information and Event Management (SIEM)
Security Updates
Single Sign-On (SSO)
Trusted Platform Module (TPM)
Web Content Controls
Wireless Access Controllers
Zero Trust Architecture

Element Management (Firewall)
Element Management (Firewall)
Element Management (Firewalls / Internet Gateways)
Element Management (EDR / MFR / WAF)
Element Management (Firewall)
Element Management Services
Element Management (MFA / SSO / PAM)
DDOS Monitoring as a Service
Element Management (Firewall)
Element Management (Email Security)
Not Available
Element Management (Firewall / IDS)
SIEM or MDR Services
Element Management (NAC) or NAC as a Service
Business Continuity / Disaster Recovery as a Service
Element Management (MFA / SSO)
Patch Management as a Service
SIEM or MDR Services
Element Management (PIM / SSO)
Element Management Services
Element Management (SASE)
Element Management Services
SIEM or MDR Services
Element Management Services
Element Management (SAML)
Element Management Services
Element Management (Firewall / WAF)
Element Management (WLAN) or WLAN as a Service
Element Management (Firewall) or Firewall as a Service

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Monitoring, 
Detection, and 
Response

Advanced Attack Surface Management & Asset Management
Bug Bounty Solutions & Services
Compliance Assessment
Dark Web Scanning
Data Loss Prevention
Internal/External Vulnerability Scanning
Network/Device Monitoring & Response
Network Security Audit
Network Traffic Analysis
Managed Detection & Response (MDR)
Maturity Models
Network Detection Response (NDR)
Penetration Testing
Security Operations Center (SOC) for Around the Clock 
(24/7/365) Monitoring, Detection, and Response
Threat Hunting/Updates and Threat Intelligence
Vulnerability Management

Managed SOC, SIEM or MDR Services
Penetration Testing Services 
Professional and Consulting Services
Network and Security Assessment Services
Element Management (Firewall) or Firewall as a Service
Vulnerability Management as a Service
Monitoring and Network Performance Management
Network and Security Assessment Services
Element Management Services
Managed SOC, SIEM or MDR Services
Network and Security Assessment Services
Managed SOC, SIEM or MDR Services
Penetration Testing Services
SOC as a Service

SOC as a Service
Vulnerability Management as a Service

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes
Yes




